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Field of Invention 

[0001] The present invention generally relates to a system and method for remote 

access to a telephone and, in particular, to a web-based system for providing remote 
access to a multi-function telephone. 

P Background of the Invention 

o 

[00O2] Advances in digital and personal communications, the explosive popularity of 

=P the Internet, and an expanding global market have contributed to a "mobile workforce." 
W The mobile workforce attempts to "stay in touch" with their office telephone and 
system by using numerous communication devices such as, cellular phones, laptops, 
Jq pagers, personal digital assistants and personal computers. The dilemma is that 
p currently no single device can meet all the needs of the mobile worker and therefore, 
the mobile worker is forced to carry or operate multiple "stay in touch" devices. It is 
clear there exists a need for workers to easily access and control multiple desktop 
telephone functions at the office while in remote locations. 
[0003] Various attempts have been proposed to provide mobile workers with remote 

access to the office. One such attempt by Ward et al. is disclosed in European 
application number EP 98 30 4009. Ward describes a dedicated gateway associated 
with an IP network, a switching system and a computing device. The remote user is 
able to connect to the main office through the dedicated gateway and enjoy a "virtual 
main office desktop environment." 
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[0004]* Another attempt, disclosed in U.S. Patent number 5,764,639 by Staples et 

al., uses the public switched telephone network ("PSTN") to establish a connection 
between a remote telephone and a dedicated virtual presence server ("VPS") at the 
main office. The VPS provides telephone functions by connecting the VPS to the on- 
premis private branch exchange ("PBX") system via additional standard telephone 
ports. The remote user loses their individual class-of-service properties as defined in 
Ut the PBX and must follow the permissions defined within the VPS. 
[0(85] Yet another attempt, disclosed in U.S. Patent number 5,905,776 by Shaffer, 

ffi uses a coordinator module at each end of the connection made between a remote 
jfj telephone and a PBX. The remote user is allowed to move between more than one 
j\ telephone and the system can move its services to each as required. 
[0§()6] As more telephone users obtain everyday access to devices like portable 

computers, cell phones and personal digital assistants ("PDAs"), and have one or more 
personal computers in their homes, the requirements for remotely using desktop 
facilities "back at the office" increase and change dramatically. For example, it would 
be desirable to access a desktop multi-function telephone in the office from a remote 
location using a variety of personal communication devices, and not simply a telephone 
or personal computer. 

[0007] Moreover, recent developments in hand-held communication devices permit 

the user to quickly access the Internet via a standard web browser stored on the 
device. In this manner, these portable communication devices include a display and 
input means for viewing and browsing on the Internet. Wireless Application Protocol 
("WAP") provides the universal open standard which enables mobile users to easily 
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* access web-based interactive information services and applications from their mobile 
devices. WAP is designed to deliver content in the optimal format for display on thin 
mobile devices, such as cellular phones. In addition, WAP-compliant services and 
applications are designed to run over a variety of network types, both current and 
future. Thus, it would be desirable to utilize a WAP-compliant persona! communication 
device, or the equivalent, to access, control and view multiple office desktop functions 
from a remote location in a real-time Internet environment. 
jSj Summary of the Invention 

SSSK 

[0p)8] The present invention provides a system and method for remote access to a 

m telephone and includes a variety of remote clients capable of Internet communication 

fU 

s coupled to an office information center housing the telephone. 

[d(J09] In one embodiment, the remote access system includes a communication 

% device coupled to an information center over a web-based channel to cause a remote 
access session. During the session, a telephone within the information center is 
rendered inoperable and all information normally received to the telephone from the 
center's PBX system is routed to the communication device. 

[0010] In another embodiment, the system provides remote voice mail retrieval from 

a remote device to an information center. A messaging server of the center receives, 
stores and causes the textual display of voice mail messages on a communication 
device of the center. During a remote access session, the remote device accesses a 
website stored on a web server of the center and receives the textual display. Function 
keys located on the remote device are enabled to manage the control of the voice mail. 
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[0011] « In yet another embodiment, the system provides a remote access session 

between a web-compliant portable communication device and an office telephone via 
an Internet connection. An Internet protocol controller (IPC) coupled to the PBX 
system of office translates telephone-related information into packets for transmission 
to the portable device. The portable device receives telephone calls from the PBX 
system in real-time, 

[0012] In one embodiment of a method for remote access, a communications link is 

established between a remote client and the world-wide-web. A web page is displayed 
on the client and a link to a port of the PBX system of an office is established. A web 
page model of a telephone within the office is constructed representing the functions 
available on the telephone. Those functions are disabled on the office telephone and 
U enabled on the remote client. Incoming calls are routed to the remote client until the 
y0 link is terminated. Upon termination, the port between the telephone and the PBX 
system is restored and any alternations to the functions of the telephone made during 
the session are updated. 
Brief Description of the Drawings 
[0013] These and other features, aspects and advantages of the present invention 

may be best understood by reference to the following description taken in conjunction 
with the accompanying drawings in which like numerals represent like elements: 
[0014] Figure 1 illustrates in simplified block format, an Internet-based architecture 

in accordance with the present invention; 
[0015] Figure 2 illustrates an exemplary network configuration in accordance with 

the present invention; 
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[0016]* Figures 3a and 3b illustrate an exemplary keyset in accordance with the 

present invention; 

[0017] Figures 4 and 5 illustrate exemplary connection and translation systems in 

accordance with the present invention; 
[0018] Figure 6 illustrates an exemplary remote client in accordance with the 

present invention; and 

[0019] Figure 7 is an exemplary flowchart for remote access in accordance with the 

n present invention. 
Q Detailed Description 
[0|20] The subject matter of the present invention is particularly suited for use in 

*y connection with customer-owned switching systems to extend control of desktop 
y 7 telephones to employees working from remote locations. As a result, the preferred 
yg exemplary embodiment of the present invention is described in that context. It should 
H» be recognized, however, that such description is not intended as a limitation on the use 
or applicability of the present invention, but is instead provided merely to enable a full 
and complete description of a preferred embodiment. 
[0021] In general, the present invention utilizes web-based technology to provide 

mobile users with remote access to their office telephone from a wide variety of 
personal communication devices. In this manner, the entire functionality of a multi- 
function desktop telephone may be duplicated and stored on a web server computer. 
Mobile workers are able to access a web page using a web-compliant personal 
communication device to read, update, control and operate their desktop telephone as 
if they were in the office. 
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[0022]* Figure 1 is a simplified block diagram illustrating a preferred Internet-based 

architecture that can be used to implement a remote access system 100 in accordance 
with the present invention. Exemplary remote access system 100 includes a remote 
client 102 in two-way communication with an office information center 104. Used 
herein, "remote client" may include any communication device, portable or stationary, 
wireless or wired, capable of two-way communication with the office information center. 
Examples of suitable remote clients include, but not limited to, a cellular phone, laptop 

y, 

p or portable computer, personal digital assistant ("PDA"), fixed personal computer, 
3 messaging device, on-premise wireless gateway system, and various other 
=p communication devices. 
[0023] In the preferred embodiment, as shown, the communication channel between 

the remote client and the office information center is the Internet. In this sense, remote 
[Z client 102, of the preferred embodiment, includes a web-compliant personal 
p! communication device suitably capable of processing web pages and multimedia 
information (i.e., text, graphics, video and/or audio) and may include a remote 
multimedia device having web-client software, an audio processor, a visual display, 
and/or an audio transducers. Preferably, remote client 102 is of a type capable of 
establishing a packet communication link with office information center 104 via the 
Internet using a common protocol, e.g., Hyper-Text Transfer Protocol (HTTP). 
[0024] Office information center 104 may be, for example, at the office location 

where the remote user desires to be connected. Used herein, "office information 
center" may be referred hereafter as "office" and include any entity such as the main 
office, corporate office, business, or any other type of office to which the remote user 
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* desires to access, control, view and operate a multi-function telephone, or the like, 
located therein. In addition, used herein, "office information center" may include a 
physical or non-physical structure and any necessary connections, routings, apparatus 
and the like normally associated with an "office", many of which will be discussed 
below. In this embodiment, the remote client establishes a link to a LAN (local area 
network) 106 of the office information center 104 via an Internet connection. The 
remote device then uses the office LAN facility to couple to a PBX (private branch 

Q exchange) system 108, or network thereof, using any suitable link capable of carrying 

p 

both telephone control signals and communications channel signals. In one specific 
ft embodiment, the information and communications ("events") associated with any 

ffj 

g~ r attached desktop telephone (not shown) can be made available to the link for 
M transmission over web server 110, through the network, and to remote client 102. 
[Q025] In the preferred embodiment, incoming and outgoing calls to office 

f 8 * information center 104 are received over a standard PSTN (private switched telephone 
network). In this sense, calls made to a mobile worker over the PSTN are received at 
PBX 108 in a like manner as if the worker was in the office. Similarly, calls made from 
the mobile worker (remote client 102) may be placed over the same PSTN whether the 
worker is in the office or in the field. 
[0026] Figure 2 illustrates an exemplary network configuration in which a remote 

access system in accordance with the present invention can function and operate. The 
remote access system (hereinafter, referred to as the "system") 200 includes a remote 
client 201-203 and an office information center 204. Remote client 201-203 may 
include any of the communication devices previous described for remote client 102 or 
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K any other suitable communication device capable of two-way communication between 
the office information center 204. Remote client 201 may be, for example, a stationary 
personal computer (PC) having a display and an input means (e.g., a keyboard or 
"touch screen") in a location remote from the office. In one particular embodiment, the 
PC is linked to a keyset that uses an Internet protocol such as TCP/IP to connect to the 
Internet. Used herein, "keyset" may include telephone and appliances performing 
telephone-like functions, having an audio-transducer or the like, such as a handset or 

L-: : 

P headset, keypad and display, and other multi-function desktop telephone functions. In 

l 5 

O this embodiment, the link between the remote client, e.g., a PC linked to a keyset, and 
£ the office information center may be directly to an Internet Protocol Controller (IPC) 209 
ru of a PBX system 208. This feature will be described in more detail below. In another 
u particular embodiment, the PC includes suitable software to display a "soft phone" on 
Jq the screen. In this manner, the PC is not linked to an actual keyset, but rather, uses 
C software installed on the PC that simulates a telephone. The remote user is able to 

place and receive calls by activating the image on the screen by key stroke, mouse or 

touch screen. 

[0027] in another embodiment, remote client 202 may include a wireless remote 

communication device. Preferably, remote client 202 has a display and input means 
and includes a web or "microbrowser" with suitable hardware and/or software to 
effectuate connection to the Internet. Suitable examples for remote client 202 include, 
but not limited to, personal digital assistants (PDAs), cellular or mobile phones, wireless 
headsets, personal computers and portable computers. As shown, wireless remote 
devices, such as remote client 202, typically connect to a wireless cellular network, the 
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k operation of which is beyond the scope of this invention and will not be described in 
detail. It should be appreciated that, although not shown or described, additional 
connections, links and/or adapter interfaces may occur between the wireless remote 
client and the Internet such as connection to a cellular base station or web translation 
server. 

[0028] In yet another embodiment, remote client 203 may include a wireless remote 

device in communication with an on-premise wireless telephone gateway. For 
example, in this embodiment, it may not be necessary to connect to the Internet or a 
LAN. Rather, the on-premise wireless system may connect directly, or near directly, to 
the PBX system 208 of office information center 204. Various types of on-premise 
7 systems exist, such as the INT 2000 system by SpectraLink™, and are typically used in 

k-r- 

large coverage area office buildings to directly interconnect employees and workers 

Ci while the workers are roaming around within the office building or just outside the 

O 

N ' building. Preferably, remote client 203 includes a display and input means for 
accessing, viewing and operating a multi-function telephone located within the office. 
When the employee leaves the workstation area, the "roaming worker" may activate a 
wireless remote device (i.e., remote client 203) and thus continue to receive, control 
and manage the desktop telephone as if he was still at the workstation. 
[0029] In another embodiment, remote client 203 includes an on-premise wireless 

telephone having web-browsing capabilities. In this case, the roaming worker activates 
the on-premise wireless and is able to perform all the functions as mentioned in the 
previous embodiment, except that the remote client links to the office information center 
via an Internet connection. 
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[0030] v With continued reference to Figure 2, in the preferred embodiment, the 

mobile worker using a suitable remote client (e.g., remote device 201 and 202) 
accesses the Internet in a variety of methods which are well known in the industry and 
beyond the scope of this invention. In addition, it should be appreciated that numerous 
links, routing and connections may occur after the mobile worker has connected to the 
Internet in routing the connection to the office information center. In one particular 
M embodiment, if access is granted to the mobile worker, a connection is made to a LAN 

: 5 

O of office information center 204. It should be realized that various other networks may 

f{ be equally used, such as W-LAN (wireless local area network), intranet, a telephone 

zl network and the extranet. 

'i : 

|0031] The office information center 204 includes a PBX system 208, or the 

M: equivalent, and a web server system 214. PBX system 208 includes various 

if* 

£3 interfaces, e.g., an Internet Protocol Controller (IPC) 209, as needed for communication 

with the Internet, PSTN and other wireless and/or wired embodiments which will be 
discussed below. PBX systems are generally well known and provide telephone and 
messaging services as needed to multiple office users (i.e., keysets). Provided 
services typically focus on the delivery of external and internal telephone calls to a 
commercial business. In general, PBXs are office-based telephone exchanges having 
special functions directed towards business users. Modern PBXs also provide 
integrated voice mail, hands free intercom calls, call center functions, complex system 
networks, and additional features using external computer control. Audio and control 
paths are extended to the keysets from a PBX switching complex using wiring 
connections. Local users may also be connected to the PBX using headsets and a 
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4 variety of wireless devices for use while on the premises. In a similar sense, the PBX 
is any customer-owned switching apparatus that is used to connect real-time voice or 
multimedia communications from user-to-user, regardless of the technology employed, 
such as time division multiplexing, packet switching, optical switching, or any 
combination thereof. 

[0032] Web server 214 generally includes a computing device capable of providing 

u a suitable website or other Internet-based graphical user interface which is accessible 

□ by the mobile workers. The term "web page" as it is used herein is not meant to limit 

£3 

S the type of documents and applications that might be used to interact with the user. 
For example, a typical website might include, in addition to standard HTML documents, 
various forms, Java applets, Javascript, active server pages (ASP), common gateway 
interface scripts (CGI), extensible markup language (XML), dynamic HTML, cascading 
style sheets (CSS), helper applications, plug-ins, and the like. The remote client 

sals 

couples to web server 214 (having the web protocol software stored thereon) and 
typically communicates using standard Hyper-Text Transfer Protocol (HTTP) web 
protocol. 

[0033] In one embodiment, web server 214 includes one or a combination of, a 

corporate web gateway server 211, an application server 212, and a standard web 
page server 213, or any equivalents thereof. In one particular exemplary aspect of the 
present invention, web server 214 includes an authentication or security system 
comprising a conventional computer security system commonly used to validate remote 
users. In this sense, users that access remote information on a confidential basis via 
web technology typically communicate with the office via a secure web server. In 
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* general, this exemplary aspect of the present invention does not require any additional 
hardware or software to authenticate a mobile worker and simply relies on an office's 
existing security systems. It should be appreciated that an authentication system may 
not be included in some remote access systems and is merely provided herein as one 
exemplary embodiment. 

[0034] Corporate web gateway server 211 includes hardware and software to, 

among other purposes, store a corporate web page on the Internet. A web hyperlink 
g may be directed to a web page of the office via an appropriate Internet address, for 
m example, by using a URL (uniform resource locator). This invokes a security protocol 

IP? 

fjj on server 21 1 and the mobile worker may be asked to input a user name and/or 

s password. Alternatively, the mobile worker's authentication data may be stored on the 

H remote client and unbeknownst to the user, the data will be passed to the server. In 

La 

£ one embodiment, server 211 receives the authentication data, verifies the data, and 

lJ 

*"* writes a code into a file in the remote client session called a "cookie." The cookie 
provides a security clearance identifier that allows the mobile worker to move to other 
web servers within the office information center without having to re-enter a password. 
[0035] In another embodiment, an application server 212 may include hardware and 

software, such as an appropriate database, to authenticate the mobile worker. For 
example, instead of authenticating the user with a password and user name, the server 
may retrieve a unique device number of the remote client and grant access to the 
client's pre-registered user. Additionally, application server 212 may include various 
other applications stored thereon, aside from authentication software, which may used 
to facilitate remote connection and control. 
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[0036f In yet another embodiment, a standard web page server 213 may be used to 

facilitate access to PBX system 208 using a LAN connection. In this sense, server 213 
preferably communicates with an IPC (Internet Protocol Controller 209) of PBX system 
208 and includes software to perform a web translation of the connection by creating 
virtual abstractions of the keyset ports provided within the IPC. This operation will be 
described in more detail below. 
[0037] Office information center 204 may also include one or more office 

Q workstations associated with keysets 210. The office workstations may include a 
2 computing device, such as a stationary or portable personal computer having a 
X memory, database, display and input means. Additionally, each workstation may be 
coupled to a keyset (e.g., multi-function desktop telephone). Used herein, "workstation" 
U shall generally include a computing device coupled to or in communication with a 
yfl keyset. While the worker is at the office, the workstation is functional and as shown in 
^ Figure 2, may be in communication with various other systems within office information 
center 204. For example, each workstation preferably has connectivity to both PBX 
system 208 and web server 214. 
[0038] In one embodiment, office information center 204 may include one or more 

phantom extensions 218 in lieu of, or in combination, with workstations 210. Phantom 
extensions are often times used for workers that do not need a station that exists as a 
physical keyset assigned to a phone number or extension. These extensions do not 
correspond to physically equipped system ports and are activated when remote access 
is in use or if dialed by other PBX users. These extensions require no hardware 
resources and provide a means to assign directory numbers, class of service, group 
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member assignments, and access rights to these extensions that really only exist for 
features like remote usage. When the remote unit is not using the phantom extension, 
incoming calls may be sent to voice mail, callers can view Do-Not-Disturb indications or 
other status information that was set up by the remote user while the connection was 
active. However, the phantom extension typically cannot originate a call without the 
remote user being active. Physical connections to phantom extensions may be set up 
using a block of IP addresses that are available in IPC 209 for remote users to share. 

D These are dynamically allocated to support varying demand patterns. 
[til39] The preferred system and method of the present invention utilizes the 

% Internet as an accessible and widely available communication channel for remote 

5= : 

i y clients to "stay in touch" with their office telephone and system. In this manner, the 
u system of the present invention employs existing voice messaging systems, keysets, 
yg PBX systems and communication links between the same, and typically does not 
require extensive additional hardware and/or software to implement. Provided below 
are two exemplary embodiments for accessing PBX system 208 within office 
information center 204 over the Internet. It should be noted that regardless of the type 
of remote client and network (i.e., wired or wireless) used, either of the following 
embodiments may be employed. Of course if an on-premise remote device similar to 
remote client 203 is used, connection over the Internet may not be needed. The first 
embodiment includes access through a unified messaging server 216 (and standard 
web server) and the second through a standard web server and IPC 209. 
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ACCESS TO PBX SYSTEM VIA UNIFIED MESSAGING SERVER 
[0040] In one embodiment, remote access between a remote client and PBX system 

208 of office information center 204 is through a unified messaging server (UMS) 216. 
UMS 216 includes hardware and software configured to manage and display voice mail 
messages. Moreover, UMS 216 acts as a "bridge" to one or more system databases 
217 for storing data pertaining to voice mail messages. UMS 216 is configured to 
provide a visual description of voice mail messages (i.e., cause the display of the 
message's envelope) and similar functions available on a multi-function keyset. In this 
rj sense, there is a communication link between UMS 216 and PBX system 208. 
[0QJ1] Referring again to Figure 2, in one embodiment, UMS 216 provides web 

server capability within office information center 204. The web server presents 
readable data to a remote client from PBX system 208. It should be noted that web 
server capabilities may be illustrated in Figure 2 as a separate block 213 and generally 
Tt block 214, but this is not intended to be a physical limitation on the system. In other 
words, the functions of an appropriate and suitable web server may be illustrated as a 
separate block in the accompanying diagram(s), but the capabilities may be physically 
located in a stand-alone server coupled to UMS 216 or within UMS 216. 
[0042] In one particular embodiment, an OAI (open architecture interface) link 

between USM 216 and the office telephone system (i.e., PBX system 208) is 
established. This communication link provides the exchange of control information with 
the web server to transfer data used to support function keys and indicators for one or 
more keysets. In effect, the OAI link permits the same information that is available at 
office workstations 210 to the remote client via the web server connection. Thus, once 
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% the remote client is connected (this operation will be described in detail below), audio 
information from a caller, e.g., a public caller over the PSTN, may be linked using a 
separate analog or digital channel coupled to the remote client via transmission 
facilities commonly used with the Public Switched Telephone Network (PSTN). 
[0043] Multiple channels of audio information may also be made available within the 

link between PBX system 208 and UMS 216 (including a web server). These channels 
are normally used to process voice mail messages for the system users, but in the 

0 case of a live remote user phone call, these channels may also be used to remotely 
g conduct voice communications with any port on PBX system 208. As an option, to 

S make this audio information more efficiently available through the web server, a 

rU 

B compression process, e.g., commercially available compression standard G.729 or the 

M: like, may be used to reduce the bit rate required for the remote transmission, hence 

1 : 

j0 reducing the amount of transmission bandwidth consumed by the bi-directional 
communications signal to the remote client. 
[0044] Figure 4 illustrates an exemplary connection and translation system 400 

suitable for operation of remote access from a remote client 402 to a PBX system 408 
via a Unified Messaging Server (UMS) 416. Remote device 402 may include any of the 
previously mentioned remote devices both wired and wireless. PBX system 408 and 
UMS 416 may include systems substantially similar to previously described PBX 
system 208 and UMS 216. The connection between PBX system 408 and UMS 416 
may be an OAI link as previously described. A web page server 413 in communication 
with UMS 416 may be an integral part of UMS 416 or, alternatively may be located in 
another physical structure. Web page server 413 may be similar in function to 
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previously described web page server 213. Web page server 413 is configured to 
present data representing a plurality of keysets (or phantom extensions) associated 
with the office. 

[0045] Translation system 400 further includes protocol conversion services 419 

and 420 which are typically implemented as software-based products. For example, 
conversion services 419 and 420 may be suitable software products stored on web 
page server 413 for performing protocol conversions from an IP-based protocol to 
0 HTML or similar web-based protocol (e.g., 420 to 419) and vice versa (419 to 420). In 

y other words, conversion service 419 may suitably convert data to HTML protocol and 

IN 

conversion service 420 may suitably convert data to IP-based protocol. 
[Q046] With continued reference to Figure 4, translation system 400 also may 

H include conversion software 421 for converting data between the network and remote 
ffi device 402. In one embodiment, the network is the Internet and conversion software 
H? 421 is preferably implemented in a web browser of remote device 402, e.g., a Java 
script, that is downloaded at the beginning of a communication session. Once this 
script becomes operational, it binds to a separate IP port on UMS 416. The IP port 
performs a real-time communication link between remote device 402, PBX system 408 
and public callers from outside PBX, PSTN and other network systems. The link is 
generally with the OAI link that is associated with the keyset of interest. The process 
and dedicated port remains active until the connection between the remote device is 
terminated. 
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ACCESS TO PBX SYSTEM VIA WEB SERVER AND IPC CARD 
[0047] In another embodiment of the invention, remote access between a remote 

client and PBX system 208 is through a direct web server connection to the PBX 
system. For example, access to the station ports of PBX system 208 may be made not 
by using an OAI connection, but rather by connecting the LAN port of a specially 
designed station set adapter, e.g., IPC 209, equipped within the PBX chassis. IPC 209 
electrically connects to the PBX back plane and suitably translates voice channel and 
O call control information available therein to packets for transmission on the LAN. The 
IPC may be of the type discussed in U.S. Patent Application Serial No. 09/666,758 
entitled "Voice-Over Internet Protocol" by Ray et al, the contents of which are 
incorporated herein by reference. In addition, IPC 209 provides two-way transmission 
C of both voice and call control for a group of PBX stations using one packet stream, with 
e the audio portion of the stream encoded in the interface card using a standard like 
y= g.729. By associating a web server containing protocol conversion software with the 
PBX LAN port, it is possible to translate each of these stations into a virtual appearance 
using, not just one (e.g., G.729), but several possible protocols. 
[0048] Referring again to Figure 2, the LAN connection with web server 214 and 

IPC 209 is shown. The LAN provides the physical access point to support the IP 
packet stream with web server 214. Part of the control information present on this 
packet stream is equivalent to the information flowing over the OAI link to UMS 216. 
However, in the present embodiment, the OAI information is preferably embedded in 
the information flow from IPC 209 and therefore is made available for processing in the 
web server, e.g., standard web page server 213. The present embodiment provides an 
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* efficient PBX connection approach because the audio messages are typically already 
encoded. Therefore, there is no need to specially encode audio from messages or 
trunks as may be needed in the previous embodiment. 
[0049] Figure 5 illustrates an exemplary connection and translation system 500 

suitable for operation of remote access from a remote client 502 to a PBX system 508 
via a IPC 509. Remote device 502 may include any of the previously mentioned 
remote devices both wired and wireless. PBX system 508 and IPC 509 may include 
substantially similar systems as previously described PBX system 208 and IPC 209. As 
shown, IPC 509 includes independent and parallel keyset appearances for keysets 1-8 
associated with the office; however, this is merely exemplary and it should be 
appreciated that the number of keysets represented by the interface is limited only by 
the capacity of the hardware and/or software. 
[Oojto] Translation system 500 further includes protocol conversion services 519 

u and 520 which are typically implemented as software-based products. For example, 
conversion services 519 and 520 may be suitable software products stored on a web 
page server (not shown) for performing protocol conversions from an IP-based protocol 
to HTML or similar web-based protocol (e.g., 520 to 519) and vice versa (519 to 520). 
In other words, conversion service 519 may suitably present data in HTML and 
conversion service 520 may suitably convert data to IP-based protocol. 
[0051] Translation system 500 also may include conversion software 521 for 

converting data between the network and remote device 502. In one embodiment, the 
network is the Internet and conversion software 521 is preferably implemented in a web 
browser of remote device 502, e.g., a Java script, that is downloaded at the beginning 
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' of a communication session. Once this script becomes operational, it binds to a 
separate IP port on IPC 509. The IP port performs a real-time communication link 
between remote device 502, PBX system 508 and public callers from outside PBX, 
PSTN and other network systems. The process and dedicated port remains active until 
the connection between remote device 502 is terminated. 
[0052] Referring again to Figure 2, the systems and methods of the present 

invention provide a means for complete control of a multi-function keyset from a remote 
O client. In the preferred embodiment, remote access is through a web-compliant remote 
5 device and through the Internet. In this manner, a mobile worker connects to the 

J Internet using a web-compliant remote device and is routed to a web page provided by 

U1 

W a web server within office information center 204. The web server (e.g., web server 

S 

H : 214 and/or UMS 216) is coupled to a PBX system 208 of the office. In this sense, the 
5 mobile worker can "view" voice mail messages left on the office's voice mail system 
U preferably over a secure web page. In fact, the mobile worker can control and operate 
a keyset in functionally the same manner from a remote client as from a workstation. 
[0053] Figures 3a and 3b illustrate a keyset 300 having a display 302, keypad 304 

and function keys 308. Keyset 300 is preferably of the type having hardware and 
software configured to permit multiple function capabilities. For example, function keys 
308, when depressed, may activate hardware of keyset 300 and/or software suitably 
linked to keyset 300 causing various desktop-related functions to occur. Typical 
features conventionally available on desktop keysets include call forwarding, Do-Not- 
Disturb, conferencing, call waiting, hold, transfer, mute message indicator, and other 
features that may be activated by menu soft keys associated with a phone system, 
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" display and/or keyset. In addition, each function key 308 may include a matching 
indicator light that illuminates upon activation of the associated function key (each 
indicator light is shown directly above or below the corresponding function key on 
Figure 3a). 

[0054] Display 302 permits the user to visually read the operations associated with 

function keys 308. In addition, in combination and/or conjunction with a messaging 
system, i.e., UMS 216, display 302 of keyset 300 visually displays data pertaining to 
O stored voice mail messages. As shown in exemplary display 302a of Figure 3a, keyset 
y 300 has received 2 voice mail messages. The user may view the messages, or 
S perform various other functions, by activating (e.g., depressing) the function keys 
*" located near display 302a. For example, the caller, may select "View Messages" (or 
U the equivalent) to scroll through the stored messages and choose a message to listen 
tfi to. In other words, the user may skip over the first voice mail message and listen to the 
*■* second message. The first message may be retained in the voice mail system and 
listened to at a later time. Alternatively, the user may activate one or more of the 
function keys and, for example, select to forward the first message to another 
extension, delete the message or return a call. 
[0055] Figure 6 illustrates an exemplary remote client 600 having a display 602, 

keypad 604 and function keys 608. As shown, remote client 600 is a hand-held cellular 
telephone; however, it should be appreciated that Figure 6 and remote client 600 are 
not intended to be limiting on the type, function or style of remote clients. Rather, the 
present Figure and remote client are provided merely as exemplary embodiments to 
facilitate understanding of the present invention. As is common with conventional high- 
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tech communication devices, remote client 600 preferably includes programmable 
function keys 608. These keys may be programmed by the mobile user to activate 
various operations of the remote client or while the remote client is connected to the 
Internet For example, one such function key may be programmed as a "scroll down" 
or "arrow" key while another key may be depressed to indicate the mobile user wishes 
to "select" a displayed item. 
[0056] With continued reference to Figure 6 and remote client 600, display 602 of 

Q the exemplary remote device, in conjunction with the present invention, shows the 
mobile user that two voice mail messages have been received by an appropriate voice 
mail system and are readily accessible to the user. In the preferred embodiment, the 
mobile user accesses a web page stored on a web server of the office, using the 
^ remote device, which in turn links the user to a messaging system of the office. In this 
sense, the mobile user may "view" stored voice messages on the remote device in a 
M similar manner as if the user was viewing a keyset stationed in the office. For example, 
substantially the same data and functions available to the user on keyset 300 (Figure 3) 
are equally viewable, operable and available to the user on a remote client, e.g., 
remote client 600. Thus, using function keys 608 the mobile user may scroll past the 
first stored voice message and listen only to the message, if any, that the user desires 
to hear, e.g., the second voice message. Alternatively, in a similar manner as 
previously described for keyset 300, the user may activate one or more of the function 
keys and, for example, select to forward the first message to another extension, delete 
the message or return the call. In this sense, updated visual information is transmitted 
to the remote client on the same data stream, albeit logically separated from voice 
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" information, from the office information center. The information is displayed on the 
remote client to show the status of the corresponding keyset display. In fact, function 
keys and their matching indicator lights may also be displayed on the remote client to 
show the status indications as if the user were actually in the office and viewing the 
display of a desktop keyset. 
[0057] As shown on Figure 6 and display 602, various other functions may be 

displayed to the mobile user. Using function keys 608, the user can scroll through the 
£ options (e.g., an arrow may appear next to the available function) and select which 
n option the user desires. While merely exemplary and provided for illustrative purposes 
£ only, display 602 offers the user voice message and web-related choices such as, 
fy "Search" and "Logoff". 
[0C^8] Figure 3b illustrates one particular embodiment of the present invention 

£ which provides a "lock out" feature as displayed on exemplary display 302b. Once 
tl remote access has been established between a remote client (e.g., remote client 600) 
and a keyset (e.g., keyset 300), the present embodiment of the system opens a 
session to the keyset and places the keyset in a special mode that disables the 
keyset's system connection. This effectively "locks out" the keyset from performing any 
further functions within the system and extends all system control to the connected 
remote client. Preferably, an indication of the "locked" state is displayed on the office 
keyset to alert personnel in the office that the keyset is unavailable and being controlled 
from a remote device. For example, an exemplary display such as display 302b, " — 
Lock Out — Remote Access", may post on the keyset display. As long as the remote 
client maintains an active connection with the office, the desktop keyset remains 
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inoperable. Once the remote client discontinues connection with the office, for 
example, by skipping to another hyperlink or logging out of the corporate system 
entirely, the desktop keyset returns to the previous unlocked state and resumes normal 
updates from the PBX system. 
[0059] In another embodiment of the invention, the mobile user may participate in a 

high-quality audio conference call by using the tele-conference resources available at 
their office to establish a multi-party conference with a remote device. In this case, the 
p remote device controls the "set up" and "tear down" of the conference. The office 

assr. 
■~ : «~} 

Q system (e.g., PBX system) is used to enhance the quality of the conference by bridging 

01 

if;; together the participants using a high-quality audio mixing device that is not available at 
* y remote locations. 

[<S)60] In yet another embodiment of the invention, a higher bandwidth mode may 

m be used in the communication link between the remote client and the office to process 
video calls. This may be accomplished by routing video information from the office 
phone system over the web server and to the remote device's display and audio 
facilities using substantially the same techniques described for a high-quality audio 
conference call, but adapted to video transmission. 

[0061] In the case where the remote device is not capable of transmitting an audio 

or visual signal digitally (such as speech-to-text conversion), one embodiment may 
involve the mobile user listening, reading (via speech recognition), and manipulating 
voice messages that may be stored back at the office. This allows the user to review 
messages and forego the actual replies until a later time. 
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REMOTE ACCESS EXEMPLARY FLOWCHART 
[0062] The various operations of the present invention will now be discussed to 

further facilitate understanding of the invention and its best mode. It should be 
appreciated that the particular implementations shown and described are illustrative of 
embodiments of the invention (including its best mode) and are not intended to limit the 
scope of the present invention in any way. 
[0063] Figure 7 is a flowchart 700 describing an exemplary embodiment for remote 

□ access to an office in accordance with the present invention. For ease of 
D understanding, flowchart 700 is conveniently illustrated and described with the 

rn 

*P communication channel between a remote client and the office being the Internet, i.e., 
iy connection via the world wide web. Therefore, reference is made herein to systems 
and methods relating to a web-based embodiment and a web-compliant remote 

yo devices. However, it should be appreciated that various other communication channels 

O 

M and remote devices are within the scope of the invention, such as previously described 
remote device 203 via an on-premise wireless gateway. 

[0064] The mobile user begins a session with the office using an appropriately 

equipped remote device (step 702). Preferably, the remote device is a web-compliant 
device capable of communicating with a web service translator (i.e., WAP) or the 
equivalent to establish a connection with the Internet. The web service translator 
typically includes programming to perform the necessary translation to support web 
browsing on the remote device. The translation is often times needed due to the 
limited size of some remote device displays and the limited number of keys available 
on the device. Once the interface to the cell phone has been translated, the translation 
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server sets up a user appearance on the Internet that appears in all aspects like a 
standard PC with browser-capabilities accessing the web. This server is actually a 
conglomeration of processes capable of handling a plurality of remote device browser 
sessions at the same time. These sessions provide independent Internet accessibility 
for a plurality of mobile users. 
[0065] Once the link between the remote device and the Internet is established, the 

mobile user can direct, or be directed, to a web page, such as a corporate web page 
p (step 704). In some aspects, one particular embodiment of the present invention may 



III 



U rely on and utilize existing computer security systems to validate the remote user (step 
706). If the user is not validated, access may be denied (step 707). Once the user has 
been validated, selected corporate resources may be made available. For example, 
the mobile user can select or be directed to a web page containing data pertaining to 
q their personal messaging system. Once connected to the web page server (either a 
stand alone web page server or the Unified Messaging Server), the system may 
examine the data present in a cookie (or equivalent means for providing an 
association) left in the remote browser's file reference. From this cookie the user name 
is translated into a port address in the PBX system (step 708). The user may again be 
authenticated (step 710) and if the user is not found on the PBX system the link may be 
terminated (step 711) with an error message transmitted to the user. If the user is 
authenticated, e.g., by name, or similar identification information matched against a 
remote access list, the PBX system begins the remote access process (step 712). 
[0066] In one particular embodiment, the mobile user may program a suitable 

function key on the remote device to correspond to the corporate web page, message 
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web page, or the like. For instance, a "favorites" key on the remote device may be 
activated to connect the remote device to the mobile user's message web page. In this 
manner, the previous steps of routing and authentication would occur virtually 
transparent to the mobile user. 
[0067] When the remote user selects a designated portion of a web page, such as 

choosing to communicate with the Unified Messaging Server, the system establishes a 
bi-directional path for either compressed or non-compressed data transmission. The 
PBX system receives a command that a remote user is taking control of the desktop 
and checks the desktop to make sure it's idle (not in use). In one particular 

5sssr 
; s : 

J embodiment, the system "locks out" the desktop (step 714) and may cause a message 

fU to display on the keyset indicating the new mode. The PBX extends command control 

H= of the port to the remote user. 
[O0|8] A web server constructs a web page model mimicking the current state of the 

rf mobile user's desktop (step 716). In addition, during the setup of the session, the 
application software performs an inquiry that determines the type of remote client and 
alters the web presentation (e.g., HTML or WML mark-up) accordingly. This page is 
presented as a dynamic web page to show updated keyset displays and light 
indications. Audio signals may be processed separately, either by physical or logical 
channel. As previously mentioned, channels may be used to process voice mail 
messages within the system and may also be used to remotely conduct live voice 
communications. As long as the remote user remains connected, all incoming calls are 
automatically indicated on the remote web browser's display. Voice communications to 
a remote personal computer desktop may either be in a separate call to a telephone on 
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v the premises or in packet form within an IP stream to a sound card or other audio 
device installed with the PC. When a selection is made appropriate with answering the 
call, the remote user is given access to the appropriate audio connection and may talk 
to any calling party who is trying to reach the remote user. In effect the web model of 
the local keyset is extended remotely for any length of time as required by the remote 
user. When the call is terminated the status of the web page is dynamically updated. 
[0069] The remote user may retrieve any voice mail or station-specific messages 

S~ just as if they were at the office. Messages may be viewed by selecting the appropriate 
S selection or function key. During idle times, the remote device may display or otherwise 

Saw? 

45 indicate the idle status. 
[0010] When the remote session is no longer required, the user either terminates 

Si 

ft the session entirely (e.g., selects "LoGOUf or a similar function) or skips to another 
J website via the web browser. Once this has occurred, the system terminates the 
2 session (step 718) and restores the conjoined local keyset to its original state (step 
720). This step may include restoring the keyset port to the previous state and/or, 
taking into account any updates that may have been made to the keyset during the 
remote session (step 722). 
[0071] It should be appreciated that the particular implementations shown and 

described herein are illustrative of various embodiments of the invention including its 
best mode, and are not intended to limit the scope of the present invention in any way. 
Indeed, for the sake of brevity, conventional techniques for signal processing, data 
transmission, signaling, and network control, and other functional aspects of the 
systems (and components of the individual operating components of the systems) may 
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not be described in detail herein. Furthermore, the connecting lines shown in the 
various figures contained herein are intended to represent exemplary functional 
relationships and/or physical couplings between the various elements. It should be 
noted that many alternative or additional functional relationships or physical 
connections may be present in a practical communication system. 
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